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Safety is critical to the widescale deployment of  energy storage technologies.  

https://www.greentechmedia.com/articles/

read/aps -and-fluence-investigating -

explosion-at-arizona-energy-storage-

facility#gs.gpky5k

https://www.bloomberg.com/news/articles/20

19-04-23/explosions-are-threatening -lithium -

ion-s-edge-in-a-battery -race

https://www.koreatimes.co.kr/www/tech/201

8/12/133_260560.html

Bloomberg Greentech Media The Korea Times

There is a tendency to use the 
availability heuristic when 
considering risk. 

To avoid this, consider how many 
batteries continue to operate 
without problems every day. 

https://www.greentechmedia.com/articles/read/aps-and-fluence-investigating-explosion-at-arizona-energy-storage-facility#gs.gpky5k
https://www.bloomberg.com/news/articles/2019-04-23/explosions-are-threatening-lithium-ion-s-edge-in-a-battery-race
https://www.koreatimes.co.kr/www/tech/2018/12/133_260560.html


Hazard Analysis in Complex 
Control Systems
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Hazard Analysis
ÅSafety: Freedom from accidents

ÅHazard: System state that could lead to an accident 

ÅHazard Analysis: Process of identifying hazards along with their 
causes and conditions

Determine how 
a design can be 
unsafe

Make it more 
safe

Communicate its 
safety to others

Analysis Design

Document
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Systems Thinking

ά²ƛǘƘ ǎȅǎǘŜƳƛŎ ǘƘƛƴƪƛƴƎΣ ǿŜ ǊŜŎƻƎƴƛȊŜ ǘƘŀǘ ϦǘƘŜ 
cause" frequently lies in the very structure and 
ƻǊƎŀƴƛȊŀǘƛƻƴ ƻŦ ǘƘŜ ǎȅǎǘŜƳΦέ όSenge1990) 

Sand Analogy: Hierarchy 

By Shiraz Chakerahttp://www.flickr.com/photos/shirazc/ 
(http://www.flickr.com/photos/shirazc/3387882509/) [CC-BY-SA-2.0 
(http://creativecommons.org/licenses/by-sa/2.0)], via Wikimedia Commons
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Many components, interacting in simple ways, can 
develop complex emergent patterns of behavior .

Carbon Analogy: Structure

Rob Lavinsky, iRocks.com ςCC-BY-SA-3.0 [CC-BY-SA-3.0 
(http://creativecommons.org/licenses/by-sa/3.0)], via Wikimedia Commons

Traffic Analogy: Emergence

By User:Diliff(Own work) [GFDL (http://www.gnu.org/copyleft/fdl.html), CC-BY-SA-3.0 
(http://creativecommons.org/licenses/by-sa/3.0/) or CC-BY-SA-2.5 
(http://creativecommons.org/licenses/by-sa/2.5)], via Wikimedia Commons
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Å Capacity
Å Volatility
Å Temperature 

Range
Å Safety

Systems Thinking (Safety)
ά{ŀŦŜǘȅ ƛǎ ŀƴ ŜƳŜǊƎŜƴǘ ǇǊƻǇŜǊǘȅ ǘƘŀǘ ŀǊƛǎŜǎ ǿƘŜƴ ǎȅǎǘŜƳ 
ŎƻƳǇƻƴŜƴǘǎ ƛƴǘŜǊŀŎǘ ǿƛǘƘ ŜŀŎƘ ƻǘƘŜǊ ǿƛǘƘƛƴ ŀ ƭŀǊƎŜǊ ŜƴǾƛǊƻƴƳŜƴǘΦέ
(Leveson2013)

By Jelson25 (Own work) [CC-BY-3.0 
(http://creativecommons.org/licenses/by/3.0)], via 
Wikimedia Commons

Kristoferb[CC-BY-SA-3.0 (http://creativecommons.org/licenses/by-
sa/3.0) or GFDL (http://www.gnu.org/copyleft/fdl.html)], via Wikimedia 
Commons

ά{ŀŦŜǘȅέ ƛǎ ƴƻǘ ŀ 
property of a 
component 

Å Capacity
Å Service Life 
Å Control 

Algorithm
Å Safety

Safety is a 
system property

Battery Cell Properties Battery System Properties

7If safety is an emergent property, why/how do accidents happen?
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Systems Theoretic Process Analysis (STPA)
Hazard Analysis Based on Systems-Theoretic Accident Model and Processes (STAMP) [Leveson, 2012]

ÅAccidents occur when interactions violate safety constraints,
ÅThe system enforces these constraints using control.

8

(a) External (b) Internal  

TranspowerGridSaverBattery Energy 
Storage System

Example: 
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STPA Setup

Example Accidents 
(Losses)

Example Hazards (System States)

Defining System Losses and Hazardous States

1. Loss of life/injury

2. Loss of investment 
(damage to equipment)

3. Loss of reputation (cost 
overrun, frequent service 
interruptions)

1. Human exposed to high voltage

2. Human exposed to arc-flash/blast 
potential 

3. Fire (thermal runaway)

4. Combustible vent gas buildup

5. Human exposed to toxic vent gases

6. Low reliability components or 
integration

9
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STPA Setup

Å
S

a
fe

ty
 C

o
n
tr

o
l S

tr
u

c
tu

re

Pump

C
o

o
lin

g
 

M
a

n
ifo

ld

Tank

Control 
Computer 

(HMI)

EMS

AC

B
a

tte
ry S

trin
g
 1

INV1

B
a

tte
ry S

trin
g
 2

INV2

B
a

tte
ry S

trin
g
 3

INV3
B

a
tte

ry S
trin

g
 4

INV4

BMS
1

BMS
3

BMS
5

BMS
7

BMS
2

BMS
4

BMS
6

BMS
8

X-FMR

Grid

SCADA
System

Technicians 

Grid
Operators

C2

C1

C4
C9

C12

C13

C14
C19

C18

E1

E5

E6 E7

E8

E9

E10 E11 E12 E13

E14

E15

E16

E17

E18

E19

E20

E21

E22 E23 E24 E25

E26

E29

E27

E28

C23

C22

C20

C21

Manufacturer 

Incident 
Responders

C3E2

E3 E4

C5

C6

C7 C8

C10

C11

C15

C16

C25

C24

C17

10

10



Example Hazard: Battery cell in thermal runaway
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Relevant Direct Control Actions
Å Physical Separation Between Cells
Å Physical Separation Between Racks 
Å Fire Suppression 
Å Emergency Response

Battery racks in a container

Example Accident: Loss of investment (damage to equipment)

Thermal transmittance

Physical Separation 
Between Cells

Physical Separation 
Between Racks

Fire Suppression Emergency Response

Cell and module 
testing

Unit level 
mockup test [3]

Type testing and 
simulation analysis

Training programs and 
hazard communication 
between owner and fire 
service

Enforced by Enforced by Enforced by Enforced by



Thermal Runaway as a Controllable Process
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Instability of Thermal Runaway
ÅAccelerating Rate Calorimetry (ARC)
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Heating Rate Analysis
ÅBelow the critical 

temperature the 
reaction is non-
spontaneous 

ÅAbove the critical 
temperature the 
reaction is 
spontaneous 

ÅάDƛōōǎ CǊŜŜ 9ƴŜǊƎȅέ 
diagrams provide a 
useful visualization 
of thermal runaway 
phenomena
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Feedback Control to Prevent Propagation

15

Positive 
Feedback 
Process

Overall Negative Feedback Process
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Heating Rate Analysis (w/ Fire Suppression)
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Effects of Fire Suppression on Thermal Stability 

ÅDirect cooling raises 
the thermal 
runaway critical 
temperature

ÅEarly action could 
(potentially) 
dissipate potential 
thermal energy 
before a fire

ÅRunaway reactions 
can temporarily 
exceed the ability of 
water to cool them 
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